


Before we begin…
• We are talking about this from the lens of sexual violence 

prevention educators and advocates
– Protective lens, not a legal, punitive lens

• Ask questions

• Take care of yourselves

• Free, Confidential help is available 24/7:
– Maine’s Sexual Assault Helpline: 1-800-871-7741



Learning Objectives
• Identify at least three protective 

factors for online safety

• Learn more about at least two 
popular platforms or ways youth 
use the internet and, as a result, 
learn how to support them and 
model safety online

• Describe at least one method of 
engaging with youth about 
online safety





How do we use media in a 
balanced way, find quality 
content, and set expectations 
around healthy use to create 
media savvy consumers & 
creators? 



Let’s start by considering protective factors:
• Community support/connectedness

• Coordination of resources and 
services among community agencies

• Access to mental health and 
substance abuse services

• Connection/commitment to school 

• Connection with a caring adult 

• Affiliation with pro-social peers 

• Emotional health and connectedness

• Empathy and concern for how one’s 
actions affect others



Specific Protective Factors for Online Safety

Have active 
conversations 

about the media 
being 

consumed

Model healthy 
online habits

Create space for 
open and 

honest 
conversations

Avoid fear-
based tactics

Foster empathy

Ensure youth 
have identified 
safe adults to 

talk to



We are Living in a Digital World

What does this mean 
for kids today?



It’s Not All Bad… Is It?
The internet can be a wonderful place to learn, play, and 
connect with others

Research shows that using social media can have positive 
effects on social-emotional wellbeing by helping youth feel 
less alone and more confident

Kids can often benefit from:
– Finding online communities that accept them for who they are
– Practicing social skills in a safe space online
– Reduced barriers in connecting with others



Where will they spend their time?
• Gender gap among teens: 

– Girls dominate social media 59% of teen girls report that they do 
play video games (Pew Research)

– Overall, TV, videos (YouTube), and music are still most used forms 
of media

• 71% of teens use more than one platform

• Many just read and watch what OTHER people are doing

• Instagram, Snapchat, and FB most popular, but live 
streaming and video chatting are on the rise *2018 

• TikTok gained popularity in 2020



Common Sense Media (2015). Common Sense Census: Media Use by Tweens and Teens





TikTok
• Network for sharing short 

videos

• Has a separate “space” for users 
under 13

• Family Pairing
– Caregivers can link their account 

to their teen’s and enable various 
privacy settings

• Has extensive info for users on 
what info they collect and why, 
as well as community guidelines

https://www.tiktok.com/community-guidelines


Snapchat
• A messaging app that allows folks to share 

pictures and videos (snaps) that then 
disappear after they’re viewed

• Screenshots and third-party screen-
capture apps mean “snaps” don’t actually 
disappear – and sometimes the user 
doesn’t know the image/message has been 
saved

• Features like “Snap Map” share your 
location with Snapchat friends. “Ghost 
mode” can be enabled to hide your 
location, or you can turn it off

• Privacy settings are key with this app



Instagram
• A platform for sharing photos 

and videos that also offers direct 
messages (DMs) and shopping

• Can make account public or 
private

• Offers downloadable guide for 
caregivers

• Users can create “close friends” 
list

• Has feature that will stop an 
adult from DM-ing a teen that 
doesn’t follow them

https://scontent-bos3-1.xx.fbcdn.net/v/t39.2365-6/10000000_142452861095186_5320390079875511942_n.pdf?_nc_cat=108&ccb=1-3&_nc_sid=ad8a9d&_nc_ohc=iRCAl6NQ_QcAX-cNFHH&_nc_ht=scontent-bos3-1.xx&oh=270128d2ef8dc599265547fff4167c0d&oe=60D089AA


Other Apps to Know
• Anonymous Messaging/Video Apps

– Ask.fm
– Kik
– Omegle
– Whisper
– YikYak

• Temporary Apps (messages/videos “disappear”)
– Burn Note
– Line

Common Sense Media gives a really good run down of these apps.

https://www.commonsensemedia.org/blog/snapchat-kik-and-6-more-iffy-messaging-apps-teens-love


Privacy and Safety



“One of the best ways to help your child online is to be 
proactive and make sure that your child is very careful about 
privacy. Research privacy settings with them and make sure 
they understand when something is public or private — or 
somewhere in the middle — and how that should affect what 
they post. As a general rule, they shouldn’t share anything 
online that they wouldn’t be comfortable with the entire world 
reading. Including their grandmother.”
-- Dave Anderson, PhD, Clinical Psychologist, VP of School & Community Programs, Child Mind Institute



Some Statistics
• 9% of all 10- to 17-year-olds receive unwanted sexual requests while on 

the Internet

• Over a period of one year, one in 25 youth received an online sexual 
solicitation where the solicitor tried to make offline contact

• 23% of all 10- to 17-year-olds experience unwanted exposure to 
pornography

• Centers for Disease Control estimates that cyberbullying affects about 
15.5% of high school students. In comparison, about 20% of high 
schoolers experience in-person bullying at school



Privacy

• Manage digital footprint with privacy 
settings

• Privacy & location

• Purchases, ads, & access to other apps

• In apps & on device



Cyberbullying
• Settings can help block people from friending & 

commenting, but they can’t prevent all negative behavior.
– Some apps lend themselves to meanness (anonymity, apps 

localized by school, etc.)
– Make sure they know how to report abuse in the app
– Peers sticking up for peers is the best defense, so encourage 

upstanding
– Take screenshots and get a trusted adult involved if it’s ongoing or 

safety is threatened



Safety
• Teach youth to:

– Use as little identifying info 
as possible online

– Recognize when something 
feels unsafe

– Talk to a safe adult when they 
need help

– Go through a platform’s 
process to report harmful 
activity

• Avoid:
– Fear-mongering
– Shaming/Blaming
– Thinking that 

parental/administrative 
controls are the solution

– Focusing only on “stranger 
danger”



5 Internet Safety Tips for Kids






The Three Big Bs

Balance Best 
Practice

Be 
Choosy



Balance
• Ask yourself – is the child:

– Physically healthy & sleeping enough?
– Connecting socially with family & friends?
– Engaged with & achieving in school?
– Pursuing interests & hobbies?
– Having fun & learning in their use of digital media?



Best Practices
• Use media with your youth

• Know your own rules

• Be consistent 

• Set expectations & rehearse

• Connect media to real life

• Talk about commercials & 
other advertising

• Encourage creation as well as 
consumption

• Talk about digital citizenship

• Model the media behavior 
you want to see in your kids



Be Choosy
• So, you’ve set the stage for success and the good news is that there’s 

great media available that can your kids can get a lot out of!
– Background TV is a choice
– Make conscious choices
– Child development/Appropriateness - what are they ready for? Violence, 

sexually explicit content, scariness, difficulty, etc.
– Interests
– Privacy, safety, and advertising 

• Chat? Info collection? Mature content? Ads? In-app purchases?

– What do reviews/expert sites say?
– Educational value - Is there learning potential?



Putting it into Practice
So how do we actually engage youth?



Be a Role Model
• Use media the way you want 

them to use it 
– Time and place
– How much
– How often

• Watch, play, and listen 
together

• Practice screen time limits

• Model distraction-free time



Encourage Safety, Kindness, and Care
• Talk about empathy

– It can feel easier to say and do whatever you want online because there’s a 
disconnect from the person on the receiving end but that doesn’t make 
the impact on the other person less painful – in fact, it can make the 
recipient feel incredibly alone!

• Talk about privacy
– The internet can be a great place to connect with others, but you can do 

so without sharing personal or identifying information.

• Talk about safe adults
– If you ever feel sad, scared, angry, hurt, etc. by something online, talk to a 

safe adult. This includes if you see someone else being hurt.



Encourage Safety, Kindness, and Care
• Talk about screen time and health

– Sometimes, our time spent online can make us feel stressed. It is 
important to take a break from screen time. Know when to 
disconnect and do something to take care of your body and mind.

• Talk about being a savvy consumer
– It is super important to approach what you see online with a 

critical eye. Learn what makes something credible, when 
something should be reported, and how messages we see online 
can influence the way we see the world around us.

• Just talk about it



Conversation Starters*

• What are your favorite accounts to follow on (Insert social 
media platform here)? What do you like about them? 

• How do you decide what to post? 

• Have you ever felt uncomfortable with something you saw 
or an experience you had on social media? What did you 
do? 

• How do you know when it’s time to take a break from social 
media? What are some things you can do when you feel 
stressed?

• Sometimes when I’ve been scrolling on social media for a 
while, I notice that it starts to feel stressful instead of 
meaningful. Does that ever happen to you? 

• I’ve been hearing stories about kids posting mean things 
about each other on social media. How do you and your 
friends handle it when something like that happens?  

• I saw people were [mad, hurt, upset] when [X celebrity] 
posted about [X topic]. What did you think about their 
post?

Talking to the youth in your life about social media – both the positive and the negative - is a great protective 
factor but it can be tricky to know where to start. 

Here are some conversation starters, pulled together by the clinicians at the Child Mind Institute: 

*Adapted from A Parent’s Guide to Instagram

https://scontent-bos3-1.xx.fbcdn.net/v/t39.2365-6/10000000_142452861095186_5320390079875511942_n.pdf?_nc_cat=108&ccb=1-3&_nc_sid=ad8a9d&_nc_ohc=iRCAl6NQ_QcAX-cNFHH&_nc_ht=scontent-bos3-1.xx&oh=270128d2ef8dc599265547fff4167c0d&oe=60D089AA




Resources
• Common Sense Media

– For information about apps, videos to watch, FAQs from families, 
caregivers, educators, and other concerned adults.

• NetSmartz & KidSmartz
– Videos and activities for kids, education materials for teachers and 

caregivers.

• Kids Health
– Internet safety for parents – includes some tips for getting involved 

in your kid’s online activity.

https://www.commonsensemedia.org/
https://www.missingkids.org/netsmartz
https://www.kidsmartz.org/
https://kidshealth.org/en/parents/net-safety.html%23:%7E:text=The%20Internet%20can%20be%20wonderful,kids,%20and%20play%20interactive%20games.&text=Parents%20should%20be%20aware%20of,what%20they%20share%20about%20themselves.


Who is your local sexual assault response center?

Maine Coalition Against Sexual Assault 
mecasa.org

Children’s Safety Partnership 
childrenssafetypartnership.org

Statewide Sexual Assault Helpline
1-800-871-7741

24/7 Free Confidential



Questions?



Contact Us

Colleen Walker

Community Outreach Educator

Rape Response Services

cwalker@penquis.org

penquis.org | rrsonline.org

Katie Church

Children’s Safety Partnership Coordinator

Maine Coalition Against Sexual Assault

church@mecasa.org

mecasa.org | childrenssafetypartnership.org

mailto:cwalker@penquis.org
http://www.penquis.org/
https://www.rrsonline.org/
mailto:church@mecasa.org


Thanks for all you do to keep Maine kids safe!


	Slide Number 1
	Before we begin…
	Learning Objectives
	Slide Number 4
	How do we use media in a balanced way, find quality content, and set expectations around healthy use to create media savvy consumers & creators? 
	Let’s start by considering protective factors:
	Specific Protective Factors for Online Safety
	We are Living in a Digital World
	It’s Not All Bad… Is It?
	Where will they spend their time?
	Slide Number 11
	Slide Number 12
	TikTok
	Snapchat
	Instagram
	Other Apps to Know
	Privacy and Safety
	“One of the best ways to help your child online is to be proactive and make sure that your child is very careful about privacy. Research privacy settings with them and make sure they understand when something is public or private — or somewhere in the middle — and how that should affect what they post. As a general rule, they shouldn’t share anything online that they wouldn’t be comfortable with the entire world reading. Including their grandmother.”�
	Some Statistics
	Privacy
	Cyberbullying
	Safety
	5 Internet Safety Tips for Kids
	The Three Big Bs
	Balance
	Best Practices
	Be Choosy
	Putting it into Practice
	Be a Role Model
	Encourage Safety, Kindness, and Care
	Encourage Safety, Kindness, and Care
	Conversation Starters*	
	Slide Number 33
	Resources
	Who is your local sexual assault response center?
	Questions?
	Contact Us
	Thanks for all you do to keep Maine kids safe!

